
Increasingly, private corpo-
rations are facing levels of 
governmental scrutiny that 

historically only have been seen 
by public corporations. Coin-
ciding with the rise of the “uni-
corns” — private corporations 
with valuations of $1 billion or 
greater — directors and officers 
of private corporations are recog-
nizing the legal and practical rea-
sons to be more attentive to their 
organization’s compliance needs. 
Indeed, a lack of adequate inter-
nal controls could enable conduct 
that might appear questionable to 
third parties, which could prompt 
investigations, regulatory action, 
criminal proceedings, reputation-
al or business harm, or personal 
liability for senior leadership. 
However, there is no one-size-fits-
all approach to compliance. Guid-
ance for establishing appropriate 
internal controls can be found in 
a host of sources, from comments 
from the Securities and Exchange 
Commission, to Federal Sentenc-
ing Guidelines, to case law, re-
sulting in a number of important 
questions that private company 
officers and directors should be 
asking.

Background
One of the most significant 

stories of the current market is 
the great number of unicorns 
that have come on the scene. At 
the onset of 2017, there were ap-
proximately 200 such companies, 
which span from single location 
entities to global enterprises.

Private corporations commonly 
direct their efforts to enhancing 
internal controls as they approach 
an initial public offering. As for-

appropriate public officials when 
discovered, and to take prompt, 
voluntary remedial efforts.” In re 
Caremark International Inc. De-
rivative Litigation, 698 A.2d 959, 
969 (Del. Ch. 1996).

The guidelines state that an 
effective compliance program 
would involve the “exercise of 
due diligence to prevent and de-
tect criminal conduct,” and “oth-
erwise promote an organizational 
culture that encourages ethical 
conduct and a commitment to 
compliance with the law.” The 
guidelines further identify certain 
minimum features for a compli-
ance program, including internal 
standards, training programs, se-
lection and oversight of person-
nel, and periodic reassessments 
of the program and compliance 
risks. The guidelines also recog-
nize that an effective compliance 
program can vary depending 
on the size of an organization. 
Thus, the guidelines provide that 
while smaller organizations must 
demonstrate the same degree of 
commitment for ethical conduct 
and compliance with the law as 
larger organizations, they can 
employ procedures that are more 
informal.

State Law
State law — and in particular 

Delaware law — offers incentives 
to directors and officers to imple-
ment appropriate internal con-

mer SEC Chair Mary Jo White 
observed in March 2016, the se-
curities laws and listing standards 
require, among other things, that 
a corporation must have an audit 
committee of the board of direc-
tors and internal controls related 
to financial reporting in order to 
qualify for listing on a securities 
exchange. Thus, as a private cor-
poration approaches the window 
for a public offering, it will likely 
enhance its internal controls.

Appropriate internal controls 
should not, however, be viewed as 
something that must be done for 
the first time in connection with 
an IPO. In her remarks, White 
cautioned private corporations 
to implement internal controls in 
the absence of immediate plans 
for an IPO. While White directed 
her comments to financial con-
trols, the assessment of internal 
controls should not stop there. 
Federal law and state law provide 
incentives for corporations to im-
plement internal controls, either 
to mitigate the potential exposure 
to the corporation for criminal 
liability or to protect directors 
and officers from any potential 
personal monetary liability in the 
event the corporation incurs legal 
liability.

Sentencing Guidelines
The Federal Sentencing Guide-

lines provide incentives for cor-
porations to implement internal 
controls, which can mitigate the 
ultimate punishment for the or-
ganization if it is convicted of 
criminal liability. As a result, “[t]
he Guidelines offer powerful in-
centives for corporations today 
to have in place compliance pro-
grams to detect violations of law, 
promptly to report violations to 
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trols. By implementing and moni-
toring such controls, directors and 
officers can avoid personal liabil-
ity if the corporation is found to 
have engaged in illegal conduct.

Through the seminal decision 
in Caremark, it is well established 
that directors owe a duty of over-
sight to monitor a corporation’s 
lawful operation. Directors must 
ensure that the corporation has 
implemented reporting or infor-
mation systems or controls, and 
continue to monitor or oversee the 
operation of those systems or con-
trols. See Stone ex rel. Am-South 
Bancorporation v. Ritter, 911 
A.2d 362 (Del. 2006). In articulat-
ing these oversight duties, the Del-
aware courts were aware that they 
were establishing a “quite high” 
standard for oversight liability. 
Id. at 372. However, the Delaware 
courts determined that this frame-
work “was probably beneficial to 
corporate shareholders as a class 
… since it makes board service 
by qualified persons more likely, 
while continuing to act as a stim-
ulus to good faith performance of 
duty by … directors.” Id.

While officers likely also share 
in those oversight duties — at least 
one court has held that the duty of 
oversight also applies to officers, 
Miller v. McDonald (In re World 
Health Alternatives, Inc.), 385 
B.R. 576, 592 (D. Del. 2008) — 
the lack of clarity with respect to 
some aspects of state law should 
prompt officers to exercise even 
greater attention to internal con-
trols. Importantly, it remains un-
settled whether the business judg-
ment rule protects the decisions of 
officers, creating uncertainty as to 
whether officers can be liable for 
negligent conduct. See Amalgam-
ated Bank v. Yahoo! Inc., 132 A.3d 
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752, 780 n.24 (Del. Ch. 2016). 
Under Delaware General Corpo-
ration Law, officers also have no 
protection pursuant to exculpato-
ry charter provisions, which can 
relieve directors from personal 
liability for conduct falling short 
of disloyalty or bad faith. Accord-
ingly, officers should assure them-
selves that they have exercised 
appropriate care in overseeing the 
implementation and operation of 
a corporation’s internal controls.

Lack of Internal Controls May 
Impact Business Plans

Practical considerations also 
support a private corporation 
implementing internal controls, 
as such controls could help an 
organization avoid disruption to 
its business plans should a com-
pliance issue arise. For example, 
suppose a corporation with rela-
tively lax controls and oversight 
commenced the process of going 
public, only to discover issues 
that could have been contained 
through the earlier implementa-
tion of internal controls. In some 
cases, the issues may be severe 
enough to impair the corporation’s 
business and reputation. Thus, 
the failure to implement internal 
controls could result in the need 
to correct issues that have grown 
in size, at potentially greater ex-
pense to the corporation, than if 
the issues were detected earlier. 
The necessity of such corrective 
actions could delay the corpora-
tion’s business plans, whereas the 

earlier implementation of internal 
controls may have prevented such 
issues from arising.

Considerations for Internal 
Controls

No one model of oversight 
will work for every corporation. 
Moreover, private corporations 
seeking to bring disruptive and 
innovative technology to mar-
kets that are highly regulated 
— whether healthcare, financial 
services, or other sectors — need 
to be particularly vigilant in de-
signing a system of internal con-
trols that address regulatory risk 
without compromising the goals 
of the organization. Rather than 
prescribe a one-size-fits-all set of 
controls, directors and officers of 
private corporations, with the aid 
of subject matter experts, should 
pose questions about what inter-
nal controls would be prudent 
based on the corporation’s opera-
tions, and satisfy themselves with 
the responses.

In her March 2016 remarks, 
White identified three general 
questions that boards (or the in-
vestors) of startup corporations 
should consider:

• “Is your board expanding 
from founders and venture seats 
to include outsiders with larger, 
and ideally public, company ex-
perience?

• “Do you have the right reg-
ulatory and financial expertise 
on your board[] to appropriately 
make decisions on behalf of all 

investors?
• “Do you have the relevant ex-

pertise in the particular industry 
in which your company functions 
to bring to bear different view-
points and spot critical issues?”

Questioning should not stop 
with the qualifications of board 
members. While not exhaustive, 
additional questions that a board 
and senior management should 
consider in addressing the neces-
sity and scope of internal controls 
could include:

• What is the geographic scope 
of the corporation’s operations, 
and how many employees or con-
tractors does it employ?

• At what stage of its growth cy-
cle is the corporation?

• What legal requirements must 
the corporation satisfy, and is the 
industry in which the corporation 
operates highly regulated?

• Could operations be construed 
as an attempt to manage legal risk 
(e.g., by avoiding discovery of 
illegal conduct), rather than an 
attempt to avoid illegal conduct?

• What are the significant en-
terprise risks that the corporation 
could face, and what mitigation 
efforts are needed to address 
those risks?

• What current controls does 
the corporation have in place, and 
what internal controls do compa-
rable corporations employ?

• Who is responsible for ad-
dressing the corporation’s day-to-
day compliance concerns or risk 
management, and to whom and 

how frequently do they report?
• What steps are taken to vet 

senior leadership of the organi-
zation?

• What is the culture?
• What is the tone at the top 

with respect to legal compliance?
• What training do employees 

receive on the corporation’s com-
pliance program?

• Are people rewarded, or held 
accountable, for their actions?

• How frequently, and upon 
which events, should the direc-
tors and officers reassess the 
adequacy of the corporation’s 
internal controls?

By exploring these topics, di-
rectors and officers can assess 
whether a corporation’s current 
controls are adequate, or whether 
enhancements are needed. In so 
doing, they will provide security 
not only for themselves, but for 
the organization and its investors 
as well.
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